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Overv iew

A new set  of  vu lnerabi l i t ies  af fect ing  SAMBA,  a  network  protocol  for  fi le  shar ing  and 

pr int ing  serv ices ,  has  been d isc losed.  SAMBA is  an open-source sof tware  and is  

inc luded in  every  *n ix  d is t r ibut ion  ava i lab le ,  making i t  a  s tandard  serv ice  for  the  

major i ty  of  *n ix  insta l la t ions in  organizat ions .  These serv ices  are  needed for  bas ic  

fi le  shar ing and pr int ing  serv ices  and become,  in  many cases ,  “hubs”  of  mul t ip le  

documents  and pr int ing  t raffic ,  which makes them va luable  targets  for  mal ic ious 

actors .  The new vu lnerabi l i t ies  d isc losed a l low Denia l  of  Serv ice  (CVE-2018-1050)  

where  serv ice  wi l l  shutdown or  cease to  funct ion and CVE-2018-1057,  which a l lows 

an unpr iv i leged user  to  change passwords.

SAMBA is  a lso  embedded in  many dev ices ,  f rom NAS systems,  pr inters ,  DVRs,  

enter ta inment  home fi le  shar ing and more .  I t  is  known that  these dev ices  usual ly  

s tore  lots  of  fi les  and ,  in  many cases ,  become the  main  fi le  shar ing  and pr int ing  

resource  of  many organizat ions.  These two new vu lnerabi l i t ies  are  l ike ly  to  be  used 

as  post -exp lo i tat ion  pay loads ,  as  SAMBA is  main ly  a  serv ice  used ins ide  the  

per imeter.  However,  the  ab i l i ty  to  e i ther  deny serv ice  or  change credent ia ls  can 

fac i l i ta te  la tera l  movement  and exfi l t rat ion  of  data  too.  

Ind icators

Attack ing fi le  shar ing  and pr int ing  serv ices  is  not  uncommon as  recent ly  seen in  

exp lo i ts  such as  Eterna lB lue  and Eterna lRed/SambaCry,  which caused a  good amount  

of  compromises and were  coupled wi th  Ransomware  in  many campaigns.  Th is  

combinat ion  of  a  data  hub and the  ab i l i ty  to  poss ib ly  change credent ia ls ,  and then 

execute  on i t ,  makes these two new vu lnerabi l i t ies  poss ib le  candidates  to  rep l icate  

past  at tack  vectors .

Compromised SMB shares  can be  used for  many mal ic ious act iv i t ies  such as  to  s tea l  

sens i t ive  informat ion stored or  in  t rans i t  in  spec ific  dev ices  and to  p ivot  and move 

latera l ly  f rom unsuspect ing dev ices  as  wel l  (NAS,  Pr inters) .  In  addi t ion ,  many dev ices  

are  p laced on networks  wi th  defaul t ,  or  weak ,  credent ia ls  which may a l low at tackers  

wi th  these type of  exp lo i ts  to  run code and proceed to  execute  mal ic ious act iv i t ies ,  

such as  cryptomin ing or  insta l l ing  ransomware  and proceeding to  demand ransom 

payments .  
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CVE-2018-1050/1057

SAMBA Protocol vulnerabilities
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https://en.wikipedia.org/wiki/Samba_(software)
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1050
https://wiki.samba.org/index.php/CVE-2018-1057
https://en.wikipedia.org/wiki/EternalBlue
https://www.miltonsecurity.com/company/blog/eternalred-cve-2017-7494
https://f5.com/labs/articles/threat-intelligence/cyber-security/sambacry-the-linux-sequel-to-wannacry
https://securitywatch.pcmag.com/vulnerabilities/283948-is-your-home-printer-a-security-risk
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/security-101-the-impact-of-cryptocurrency-mining-malware/
http://securityaffairs.co/wordpress/66401/malware/storagecrypt-ransomware-sambacry.html
https://www.fireeye.com/blog/threat-research/2017/05/smb-exploited-wannacry-use-of-eternalblue.html


Affected vers ions for  these vulnerabi l i t ies  are :

CVE-2018-1050

Al l  vers ions of  Samba f rom 4.0 .0  onwards.

Not  Vulnerable :  Samba 4 .7 .6 ,  4 .6 .14 ,  4 .5 .16

Summary :  Miss ing nu l l  po inter  checks may crash the  externa l  pr int  server  process.

CVE-2018-1057

Al l  vers ions of  Samba f rom 4.0 .0  onwards.  

Not  Vulnerable :  Samba 4 .7 .6 ,  4 .6 .14 ,  4 .5 .16

Summary :      On a  Samba 4  AD DC any authent icated user  can change other    users '  

passwords over  LDAP,  inc lud ing the  passwords of  admin ist rat ive  users  and serv ice  

accounts .

(Note :  Th is  vu lnerabi l i ty  impacts  SAMBA as  fi le  serv ices  ro le  and a lso  as  par t  of  an  

MS Act ive  d i rectory  env i ronment) .   More  deta i led  informat ion on Packet  Storm.  

Lab/Fie ld  Study

Due to  embargo ,  we wi l l  not  be  publ ish ing content  in  th is  sect ion unt i l  a  la ter  date .  

P lease check back for  updates.

JASK Detect ion

JASK’s  ASOC p lat form possesses severa l  mechanisms to  detect  these threats .  As  

out l ined above ,  these vu lnerabi l i t ies  wi l l  be  used as  post -exp lo i tat ion  pay loads.  As  

such ,  they  can be  detected as  par t  of  the  explo i tat ion chain .  Th is  exp lo i tat ion chain  

detect ion by  JASK ASOC a l lows analysts  to  p lace together  a  v isual  representat ion of  

the  e lements  re lated to  poss ib le  exp lo i tat ion  of  SMB/SAMBA serv ices .  

F i g u re  S h o w s  JA S K  A S O C  S m a r t  A l e r t  

©  2 0 1 8  J A S K  L A B S   |   W W W . J A S K . A I   |   I N F O @ J A S K . A I  |  3

A U T H O R
R O D  S O T O

J A S K L A B S
T A - 0 0 0 8

T L P
W H I T E

R I S K  F A C T O R

H I G H

The above figure  shows a  JASK ASOC Smar t  A ler t  where  SMB/SAMBA por t/serv ice  

scanning is  detected af ter  a  user  has connected to  a  suspic ious URL shor tener,  then 

access ing a  fi le  share  that  th is  user  had not  prev ious ly  accessed before .  

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1050
https://www.samba.org/samba/security/CVE-2018-1057.html
https://dl.packetstormsecurity.net/1803-advisories/samba-password.txt
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This  may ind icate ,  depending on th is  par t icu lar  user ’s  pat terns  and pr iv i leges ,  that  a  

post -exp lo i tat ion  pay load may have been used to  grant  access f rom the  user ’s  

account/dev ice  to  a  targeted dev ice  running SMB/SAMBA serv ices .  The fo l lowing 

figure  shows such ind iv idual  s ignal .  

JASK ASOC can a lso  detect  por t/serv ice  scans of  SMB/SAMBA serv ices  and d isp lay  a  

spec ific  and deta i led  v isual  in ter face  that  prov ides  analysts  wi th  s i tuat ional  

awareness.  The figure  be low shows or ig in  and targeted por ts/serv ices  and hosts .  

By  prov id ing these s impl ified s i tuat ional  awareness i tems,  analysts  can spot  

suspic ious act iv i ty,  and even explo i tat ion ,  wi thout  hav ing the  at tack  s ignatures  

(which can be  d i fficul t  to  obta in) ,  as  they  are  vendor -dependent  and many t imes 

subjected to  publ icat ion embargoes.  

Figure  Shows Fi rst  Seen Access s ignal
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Figure  Shows Fi rst  Seen Access s ignal



Mit igat ion

Accord ing to  vu lnerabi l i ty  repor ts  and adv isor ies ,  i t  is  recommended to  update  any  

dev ices  running SAMBA as  soon as  poss ib le .  SAMBA’s  secur i ty  page prov ides  deta i ls  

of  a l l  patches ava i lab le  to  date  and the  corresponding CVEs.  

Per  SAMBA’s  secur i ty  page ,  the  fo l lowing graphic  d isp lays  current ly  ava i lab le  ways to  

moni tor  for  these type of  vu lnerabi l i t ies/explo i tat ions .  Spec ifical ly,  the  password 

reset  one is  the  most  usefu l  for  la tera l  movement  and escalat ion  of  pr iv i leges as  of  

the  wr i t ing  of  th is  adv isory.

Possib le  workarounds

The SAMBA secur i ty  page of fers  a  number  of  workarounds to  mi t igate  the  

exp lo i tat ion  of  CVE-2018-1057.  However,  many of  these workarounds can resul t  in  

changes that  may af fect  re lated serv ices  s ign ificant ly  in  organizat ions and should  be  

taken as  a  gu ide  to  be  adapted wi th  very  spec ific  configurat ions to  loca l  env i ronment .   

I t  is  impor tant  for  organizat ions to  weigh d isabl ing/deprecat ing  serv ices  that  may 

af fect  overa l l  operat ions wi th  the  leve l  of  r isk  of  exp lo i tat ion  f rom these 

vu lnerabi l i t ies .  
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About  JASK
J A S K  i s  m o d e r n i z i n g  s e c u r i t y  o p e r a t i o n s  t o  r e d u c e  o r g a n i z a t i o n a l  r i s k  
a n d  i m p r o v e  h u m a n  e f fi c i e n c y.  T h r o u g h  t e c h n o l o g y  c o n s o l i d a t i o n ,  
e n h a n c e d  A I  a n d  m a c h i n e  l e a r n i n g ,  t h e  J A S K  A u t o n o m o u s  S e c u r i t y  
O p e r a t i o n s  C e n t e r  ( A S O C )  p l a t f o r m  a u t o m a t e s  t h e  c o r r e l a t i o n  a n d  
a n a l y s i s  o f  t h r e a t  a l e r t s ,  h e l p i n g  S O C  a n a l y s t s  f o c u s  o n  h i g h - p r i o r i t y  
t h r e a t s ,  s t r e a m l i n e  i n v e s t i g a t i o n s  a n d  d e l i v e r  f a s t e r  r e s p o n s e  t i m e s .   

www.jask.a i

Figure  shows suggested monitor ing commands

I t  is  a lso  impor tant  to  note  that  no useable  logs  in  the  SAMBA implementat ion 

current ly  ex ist  that  a l low detect ion  of  suspic ious/mal ic ious password reset  act iv i ty,  

and reset t ing  accounts  wi th  h igh pr iv i leges may not  prevent  fur ther  escalat ion  f rom 

th is  at tack .  Because of  th is ,  contextua l  moni tor ing  can prov ide  ways of  detect ing  i t .  
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https://www.samba.org/samba/history/security.html
https://wiki.samba.org/index.php/CVE-2018-1057

