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A new set of vulnerabilities affecting SAMBA, a network protocol for file sharing and
printing services, has been disclosed. SAMBA is an open-source software and is
included in every *nix distribution available, making it a standard service for the
majority of *nix installations in organizations. These services are needed for basic
file sharing and printing services and become, in many cases, "hubs” of multiple
documents and printing traffic, which makes them valuable targets for malicious
actors. The new vulnerabilities disclosed allow Denial of Service (CVE-2018-1050).
where service will shutdown or cease to function and CVE-2018-1057, which allows

an unprivileged user to change passwords.

SAMBA is also embedded in many devices, from NAS systems, printers, DVRs,
entertainment home file sharing and more. It is known that these devices usually
store lots of files and, in many cases, become the main file sharing and printing
resource of many organizations. These two new vulnerabilities are likely to be used
as post-exploitation payloads, as SAMBA is mainly a service used inside the
perimeter. However, the ability to either deny service or change credentials can

facilitate lateral movement and exfiltration of data too.

Attacking file sharing and printing services is not uncommon as recently seen in
exploits such as EternalBlue and EternalRed/SambaCry, which caused a good amount
of compromises and were coupled with Ransomware in many campaigns. This
combination of a data hub and the ability to possibly change credentials, and then
execute on it, makes these two new vulnerabilities possible candidates to replicate

past attack vectors.

Compromised SMB shares can be used for many malicious activities such as to steal

sensitive information stored or in transit in specific devices and to pivot and move

laterally from unsuspecting devices as well (NAS, Printers). In addition, many devices
are placed on networks with default, or weak, credentials which may allow attackers
with these type of exploits to run code and proceed to execute malicious activities,
such as cryptomining or installing ransomware and proceeding to demand ransom

payments


https://en.wikipedia.org/wiki/Samba_(software)
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1050
https://wiki.samba.org/index.php/CVE-2018-1057
https://en.wikipedia.org/wiki/EternalBlue
https://www.miltonsecurity.com/company/blog/eternalred-cve-2017-7494
https://f5.com/labs/articles/threat-intelligence/cyber-security/sambacry-the-linux-sequel-to-wannacry
https://securitywatch.pcmag.com/vulnerabilities/283948-is-your-home-printer-a-security-risk
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/security-101-the-impact-of-cryptocurrency-mining-malware/
http://securityaffairs.co/wordpress/66401/malware/storagecrypt-ransomware-sambacry.html
https://www.fireeye.com/blog/threat-research/2017/05/smb-exploited-wannacry-use-of-eternalblue.html
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Affected versions for these vulnerabilities are:

CVE-2018-1050
All versions of Samba from 4.0.0 onwards.
Not Vulnerable: Samba 4.7.6, 4.6.14, 4.5.16

Summary: Missing null pointer checks may crash the external print server process.

CVE-2018-1057

All versions of Samba from 4.0.0 onwards.

Not Vulnerable: Samba 4.7.6, 4.6.14, 4.5.16

Summary: On a Samba 4 AD DC any authenticated user can change other users'
passwords over LDAP, including the passwords of administrative users and service
accounts.

(Note: This vulnerability impacts SAMBA as file services role and also as part of an

MS Active directory environment). More detailed information on Packet Storm.

Lab/Field Study
Due to embargo, we will not be publishing content in this section until a later date.

Please check back for updates.

JASK Detection

JASK’s ASOC platform possesses several mechanisms to detect these threats. As
outlined above, these vulnerabilities will be used as post-exploitation payloads. As
such, they can be detected as part of the exploitation chain. This exploitation chain
detection by JASK ASOC allows analysts to place together a visual representation of

the elements related to possible exploitation of SMB/SAMBA services.

Figure Shows JASK ASOC Smart Alert
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ACTION

Insider Threat - Lateral Movement with Increased Traffic

ASSIGNEE TIMELINE NRICHMENT
Unassigned
26 Successful Connection to URL Shortener

e
STATUS Source: Pattern | Category: Defense Evasion
New

= o SMB Scanning Detected
ALERT TIME Source: Pattern | Category: Lateral Movement

2018-03-13 13:12:20 EDT

DESCRIPTION
Multiple signals related to lateral movement
with other anomalies and threats.

03 First Seen Access - SMB Share
Source: Anomaly | Category: Lateral Movement

ASSET DETAILS » -
= 05 Vertical Port Scan
IP Address: 172.18.20.20 AR
Source: Anomaly | Category: Lateral Movement

RELATED ASSETS

Username: craig.campbell

o

Host Connected to New Open Service
Source: Patter | Category: Discovery

Hostname: sea-dt5820-357.corp.skaj.ai
The above figure shows a JASK ASOC Smart Alert where SMB/SAMBA port/service
scanning is detected after a user has connected to a suspicious URL shortener, then

accessing a file share that this user had not previously accessed before.


http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1050
https://www.samba.org/samba/security/CVE-2018-1057.html
https://dl.packetstormsecurity.net/1803-advisories/samba-password.txt
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This may indicate, depending on this particular user’s patterns and privileges, that a

post-exploitation payload may have been used to grant access from the user’s

account/device to a targeted device running SMB/SAMBA services. The following

figure shows such individual signal.

Figure Shows First Seen Access signal

NA OPEN IN A NEW TAB

First Seen Access - SMB Share

DESCRIPTION

Adversaries may access a network

ed system remotely using Server M
essage Block (SMB) to transfer file

s, and run transferred binaries throu
gh remote execution. Although not

malicious on its own, this first-seen
access to a DISK share over SMB ¢

an be an indicator of lateral movem
ent.

SIGNAL DETAILS
Category: Lateral Movement
Risk Score: 1

ASSET DETAILS
IP Address: 172.18.20.20

RELATED SMART ALERTS
2018-03-13 13:12:20 EDT - Insider T
hreat - Lateral Movement with Incre
ased Traffic

RECORDS
TIMESTAMP & SRC.IP DST.IP PROTOCOL
20180303
1 721 7
T 172.1820.20 172.16.5.20 TcP

SOURCE NOTICE TYPE

jask SmbShareAccess:New

JASK ASOC can also detect port/service scans of SMB/SAMBA services and display a

specific and detailed visual interface that provides analysts with situational

awareness. The figure below shows origin and targeted ports/services and hosts.

Figure Shows First Seen Access signal

SMB Scanning Detected
DESCRIPTION RECORDS
This rule looks for a node sc: g other sm
b hosts for specific commands similar to wa m
nna cry
SIGNAL DETAILS TIMESTAMP SRC. IP OST. 1P
Category: Lateral Movement
Risk Score: 5§
20180303 111220 €07 172182020 108611173
ASSET DETAILS
IP Address: 172.18.20.20 2018-03-03 11:1220 EDT 172182020 105611.173
RELATED SMART ALERTS
20180303 111220 €07 172182020 1086473
2018-03-13 13:12:20 EDT - Insider Threat - L
ateral Movement with Increased Traffic
20180303 11220 €01 2102020 108611173
METADATA
No metadata found.
20180303 111220 €01 172182020 108611173
20180303 11:10:12 €01 172182020 17216704

SRC. PORT DST. PORT PATH

65388

65388

65340

65387

65388

65339

By providing these simplified situational awareness items, analysts can spot

suspicious activity, and even exploitation, without having the attack signatures

(which can be difficult to obtain), as they are vendor-dependent and many times

subjected to publication embargoes.
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According to vulnerability reports and advisories, it is recommended to update any
devices running SAMBA as soon as possible. SAMBA’s security page provides details

of all patches available to date and the corresponding CVEs.

Per SAMBA’s security page, the following graphic displays currently available ways to
monitor for these type of vulnerabilities/exploitations. Specifically, the password
reset one is the most useful for lateral movement and escalation of privileges as of

the writing of this advisory.

Figure shows suggested monitoring commands

HIGH
While | prepare the update, how can | monitor my directory?

The important attributes to watch are pwdLastSet and msDS-KeyVersionNumber
ldbsearch -H /usr/local/samba/private/sam.ldb objectclass=user pwdLastSet msDS-KeyVersionNumber

These values will change if a password is changed or reset.
As Samba does not at this time change the machine account passwords of Domain Controllers, any change to these, or to the passwords of administrators should be a concern.

The pwdLastSet can be printed using the samba.nttime2string function:

python
>>> import samba

>>> print(samba.nttime2string(131653809731794980))
Tue Mar 13 15:16:13 2018 NZDT

It is also important to note that no useable logs in the SAMBA implementation
currently exist that allow detection of suspicious/malicious password reset activity,
and resetting accounts with high privileges may not prevent further escalation from

this attack. Because of this, contextual monitoring can provide ways of detecting it.

The SAMBA security page offers a number of workarounds to mitigate the

exploitation of CVE-2018-1057. However, many of these workarounds can result in
changes that may affect related services significantly in organizations and should be

taken as a guide to be adapted with very specific configurations to local environment.

It is important for organizations to weigh disabling/deprecating services that may
affect overall operations with the level of risk of exploitation from these

vulnerabilities.
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https://www.samba.org/samba/history/security.html
https://wiki.samba.org/index.php/CVE-2018-1057

